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SELECT Name FROM Student WHERE Class="1" & birthdat>' 1998.2.1'

DOE Program:
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, '1998-2-1" )

dd0=AddExt(Table0, Col 0, Index2);
ResO=DataColl(Add0);

=

DOE Assembly

Index0=IndSel(Table 0, Col 1, '==",
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available_balance
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account_ticket_info
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char(
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ticket_id
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avg_price
buy_top_price
sell_low_price
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dip text El # 34k
dport text ERE s
request text http ik
rule_name text W4 AR
asset text B4
device text K%
t action prevent
t asset "l § mfNginx
t attack.country China
t characters 7,38,1,27,1, /.. /.0 Sl f o) ). Jete/passwd| || ] ]
t dev_ip 18w w_m w2
t device [l
t dip L =
t domain www.glsc.com.cn
# dport 443
t event WEFEE
t kafka_topic waf
t method GET
t protocol_type HTTPS
t proxy_info None
t request.header.Accept text/html,application/xhtml xml,application/xml;q=8.9,#*/*;q=08.8

t request.header.Accept-Encoding gzip, deflate

t request.header.Accept-Language en-US,en;q=08.9,zh-CN;q=6.8,zh;q=0.7

t request.header.Connection Keep-Alive

t request.header.Cookie rememberMe=test

t request.header.Host www.glsc.com.cn

t request.header.Range bytes=0-102400

t request.header.Referer https://www.baidu.com/

t request.header.User-Agent Mozilla/5.8 (Windows NT 6.1; WOW64; rv:6.8) Gecko/20188181 Firefox/6.0
t risk =

t rule_name password_access

6 : JSON Syslog
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RBIRABIG

o
=

B

o ¢

&

‘‘‘‘‘‘‘‘

prevent

aaaaaaaaaaaaaaaa

nnnnn

escending assetkeyword: Descending Count
eeeeee

7 : Kibana Dashboard

HI2E4TP" . Elasticsearch J& 1 3¢ R AYEIE &
) —Fl, AT E AR B B A TSON A% Uiy 3T
FY, 1 HLAF i 19 5 A2 JSON 4% =X Y Syslog 4,
Elasticsearch XJ JSON SCAY B — NP BB 248
AR BEIHER S,

(2) Kibana

Kibana W &4t 7 — AN 4F 19 Web SU1H, W]
PR, &F. BIELAALE Elasticsearch R 5|
BB, i £ ] Kibana %) 4b B S A0 55040 F
T AL R o FE¥f Elasticsearch Index 4B
E&E Kibana Index 5, fHA] AZRHI{EREL, X

HAEEATHEP R, W 7.

(Z) 4hiE5|E

RGBT ESC HER R, HikE
MNP IfE, Java B¢ Python ¥4 /g
BN GRS EIADRER RIS A S, X HR A
Python 1 55 R4 5 AL BL 5 %,

37, BT Rl AR B R E R EEOR,
—FRAE H AT A, MU G A
BELEtT, R BEE 3 e R a7
FORIT B o AR B SR — RS H
A IR, REEERME R A, PR

WEHHEE AR AR, e R i
HZh i BURA L, R R EEEORNE

1. BHERER

B R4E T Python T ElasticSearch (&4
KA E, HFE5]A ElasticSearch @ fi
A JTAE I #R4F ElasticSearch f7fi% &l . X #84>
9 T2 EACRS 22 4B 02 A ElasticSearch EPb‘&ES( i —
KITA LA %75 Index T A HEEE, $FREBUE
bl B E I T L, B A R A U
T VR T A ) A b

4 Afindex Name

ESIEIEMIAIL

Hvalue iS5k

8 : lRiBiE
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2. BlkEl

7 1 A 1) T B A =07 UM R T AP,
X HR D A S At BRI Y 7E 2k = AP
Mz APTERIET TP 234, TP 525, 34 i
GG REHE 1T, SCRF HTTP Jy 20X 645 11k
VAR, BT AR Zent— N bk &5 o8 B
AR —EHES], X AR E A
E 45 R, scene/ip_reputation ¥ [0 BY is_malicious
M 7 - B i UM SR A5 R . AT LUK IR
[9] (4 is_malicious ( /& & A% & IP). confidence_
level ( AJ{i5 B ). severity ( JEEEZK A ) 2504 5
M bt 51 45 IF I )l — 4> Dataframe 5 3 A9 €04,
GABEWERLA:, K 9.

sip,is_malicious, confidence_level, severity
116.68.96.245, True,high, medium
58.205.224.201, False, medium, info
125.44.247.80,True,high, medium
117.242.208.76, True,high, medium
173.225.107.22,True, low, low
111.7.96.162, True, high, medium
236.254.58.40, False,high, info
36.99.136.136, True, medium, low
192.241.208.143,True, high, high
14.116.203.102, True, high, high
175.215.202.131,True, high, low
198.45.19.113, True, low, low
58.248.193.251, True, high, medium
192.241.223.35,True, high, medium
128.14.133.58, True,high, medium
192.241.217.239,True, high, medium

E 9. eRER

3. BEEEA

Ak BRG] A R A BN G U Y s
malicious & Ture B AT, TR iX 2847 (Y Y5 Hh ik,
BN, WA G, 25
B KRR A AT AR S A S R bk f) SCAR S
4, DA Paloalto B ‘K54 K1), Paloalto [ K 3% i) 7b
BB SIFRIGE, S URL BBt hk51)
X, SAASRMAEXTG, I H ] OIS B

I RIS . O T RCS AL S A I A TIN A], 8
WUOEEAL G A RE 1 R B SRS R 2 R
PEATBEEL, B AE AT G — S BOA ARG, 5
bk B AN BN AESN R G . R T A SR
SNSRI RERI B K Ik, L] DU AR Ty
2, A2 7R B R b b1kt i AT S
i, LUK EIH E DI RE.

Name Block IP address

Create List  List Entries And Exceptions

Type 1P List v
Description

Source http://1 ™ = .™/blacklist.txt
Server Authentication

Certificate Profile | None v

Check for updates | Daily v at [02:00 ¥

Test Source URL

P—-[] \ IIEI\ 2:5

W] o |

AR FE A S B A% B 4 4 s dE RN T
PUTEE AL AR — ORI S T TS
#E, H SR Elastic Stack F 5 5 % A A b
RN LR B H BN THEH, MR
TR RRES — HEEHRS,
FHRAT BA B RGPS T4k, fE5—
HARE PR EEAE b, AIREBOR SR 5 AT R
T, AT A G- b 2l DA A5 4R R T4
I AES S BMEIRADESS F, AR bR S H
b EEE, S — HEEE. B SR, 4
Befr Z 2 7).

BEE M2 BGER H i %, Wi 7T 2 Fh
KL EH . RRPRSL 24T, X T
AT, AT REAS [ ) 22427 S AN A G —
WG RIS, ARSI ), REAe
A Y R A A IR SRR R T 2
PRER, REL2IZE KT,
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