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HEASCAE RS A ALBERT BRI, 2 DAt
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2234 ALBERT Tl 2R A5 A0 2h it Ak JHL )5 ) 265 4
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RIS R, A SO ALY 3 Z0 S 506 45
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T JT L, AR ARG PR T I 1A] B 11 A
MR, EammprB e Ll
MG A VTR BN 5 FB .

AT, ST BRI ERAE B I A L
MR AN S SE B Be i i ZHC D RE AT
DR 5 T R R . AT A BT 52
5535 O] AT AU PR R 55 HEAS o

4.5 MBHERZRVNERERNREEE
BN

C_EZZFAZ Gy e - O PR
AR BAZ i fie /N AR AR AT 45 EaR S AR,
HR R N BAZ A

CORSZFR A S N ) v BLRE = KSR R
TR 2 ZOVEAEM SR DL, JTEEE A Sa it
Yt £330 B N A ks 9 BT SCEE A AR A A S i sg
i, . WCEREE A SE A I IR AT Bl A A
RIS N EEZ ™ 5

FAEAREI . X T IR S AT 1 B2

AEPRINIZRHT, A Sai s S ks I dE R BB —
RE M EMNE . XA E R AR EARBE T A2
S Bl R BISE s e, XSS By ks g 391 22
IRERE X

1. _EHFIESRAE G R 5 5 52 S A (R 7
SN RESZ S B IR B 5

2. RYIREZR A G T B B 5N 28 s A ) B 7
S EAAR I ESEE

XA BN IIRERE L R A
BRGNS 257 o AHRE R BNXFE F I AATEA
B X s AT IR O A T A O . X0 ATl
ML SR %2 5 F A ER .

5 AR BEMISIME

BG, AP S i RS se e
Xk, HECAES, BEGEMEREmR N
— MR AR

HR, b2 IR T H,, xR
TS RALESE, FRAE M AR v R T
&L R TS, I T BO Ik S A
B SCAT LA R PR T T ERE AN

PR, FUABERRA . A kX
FA TN BT A S AN, L TS24 R
PR

SESASCHDY S E, AW 5T

1L AT BT MMl S TR Z PR A S U

2. F BT 2 B ot R A TR A

3. 4 B T iT 2 15 3 H S i U IR
OL, IR R R U .

BR80T TAROCENL T AR IR
TSR EMALEINE, AR B

pmmyd
==
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HFeBPFAH

RS RFEMA B A

B, ZUN. KIZE | KiEBmXZHT A& CEIEERKBIRAE 325~ ama8 L7 A& 116023

E-mail : xiake@dce.com.cn

eBPF ( Extended Berkeley Packet Filter) i RE&ik 10 £ Linux Rz

BREEFMDNTIAZ —, BEMBMEZRERARN CERRRE, eBPF #/ZANAT

MEHRE. DT, BRIN=EE. EHENARELRSNBARFROWN . R3EE
XTI ER eBPF AW RZRZ AR FIZITIRE . CEREE DR RN HITERK . eBPF
RARSINSERZ ARG A WK IBHEHBRIRKIRSERF PR, e,

HEPNI LR iz A B pU SIS E (A A E IR MBI F R

9&%@1@ . eBPF ; Y

1515
325 R URAE S U558 ST S SRR 2

—, AfREHRE. SRosfT, K. MR,
YRS T T S AR, AR,
W LH . B4R ST EEEOR 5 AWEE M
BYl. EILAE, B BEARRN FAE TAERE
T, AR R GEKE D N T A B i v
ARG, B HAE RGN RRCA TR
H i 2k 7 #:/E & 58 19 Redhat/CentOS7.x (v3.10)
ATWHBET, HErEReEmRERS, 0
JUBE . ZEfE5E, HARRA R v4.19 (B & .

AU A ; Linux N ; 15401

WAZIRA 3R T A eBPF BRI 51 ASRHE T SE ik
5o eBPF BUAR K 51 ACKE R AR L /Y fif th bk
B 1 I PR RO B, N SORE ) 224744 eBPF
FIARSGHIAR , JFAE AL PEREIER . il B Il 1
sz 4E LA DT W T ] eBPF BORFERZ 53 R 58
SRV ER

2 eBPF A

2.1 eBPF KES2
IUALELAE, eBPF O — KR 7 90 AR L i
Wit A5 b e VT B R 2 —, FLU % BPF



( Berkeley Packet Filter) #F 1992 4£ Hi Steven
McCanne il Van Jacobson 3 H, H T I8 [ 4%
B4l . BPF $&4 T —Fh7E N A% P AT i S
VSR AR W 5, DASE I i A8 B i e A
fili3k. BPF 7E 1997 4 4% 5] A | Linux W+,
B Linux WAZHIY — D)8, B@ foirH -
TENEZ T izdT B & W BPF #2)7, §ET
NI IRE. eBPF I)7E 2014 4£5] A F Linux
W, RS BPF Y A5, eBPF
SIAT AL, $R4E T 5 58 K 1Y D RE AN B R %
WPATIAEL, PR IENZ T BITES
ZRBACES, MR KR BE 9™ i 7 BPF ORI
fili IV .

2.2 eBPF T{FR1E

eBPF TAEJSBLANIE 1 s, B P WE
eBPF P AXHS (kernel ), Fffdi FH 4w i %% (clang
—target bpf ) K A% ER BT 25 13 i BPF 7 1A

User Program

1. generate
BPF Program —- ~..

G,
clang -target bpf  ~ - BPF bytecode

|
~__

perf-event
data

3. perf output

bpf{) syscall

T BPF

( BPF bytecode ), i i & %4t ¥4 Fi ( Syscall bpf() )
uf, BCC. bpftool &5 T HK S INERBI N, K
UERS (verifier ) 230 IR F AT HEATIRER, K
Bt i, M4R% (probes ) #ifili & B}, eBPF i
B PR B 2 e NAZZS AT, TRl e N A% =3 (]
A AFFRE— BB X (maps ), F T2 EYS
F P23 (8] B B4 A8 48, P 23 1) A AT A i
maps 5 3 A% BRI ACRS 14 4 3] 1 A OC A5 B AT
giil. SrHTRIER

2.3 eBPF TEH%

Bfi% eBPF BORM AWK, KEHHCE T
FRJFJRT H Bz i A2, AMUFE Linux PYAZ b il
AT libbpf, [RIEFESSFh A FH 47 5 A7 5 A Y
FENTH, WHFEMTE, FATH, M%K/
AT E . SRS T HSE, k1 foR.

PLBCC T.EAE M|, eBPF u] DLW JLF-Fr
HWZRECRI RS, WA 2 s .

Kernel

—» verifier

| statistics I =

3. async read

maps

& 1 . eBPF T{FRIE

*1:eBPF IR

skydrive. hubble. weave scope. kubectl-trace. pwru. DeepFlow. pixie. eCapture. inspektor-gadget

cilium. calico. katran. Tracee. policube. falco. kubeArmor. Tetragon. DeepFlow

NP R R
W%/ R4

FREE bee. libbpf. gobpf. libbpf-rs. Redbpf. ebpf(go)
HErET R LLVM/Clang. GCC. bpftool. bpftrace. bcc
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filetop opensnoop c* java* nodex mysqld_gslower gethostlatency Other:
filelife fileslower Statsnoop  php* python* bashreadline memleak capable
vEscount vfsstat syncsnoop ruby* sslsniff
ucalls uflow syscount
cachestat cachetop ugc uobjnew killsnoop
destat decsnoop ustat uthreads
mountsnoop | execsnoop
idpersec
l Applications l l pcp
y cpudist
trace N | System Libraries 4 / runqlat runglen
. o deadlock detector
argdist \ \ \ System Call Interface 4 P4 cpuunclaimed
funccount t /
funcslower VFS Sockets Scheduler 4/ ot foputine
funclatenc i
ok ! # File Systems TCP/UDP 4 iy wakeuptime
profile Volume Manager P Virtual \ orfeketine
Block Device Interface Ethernet Memory “\ softirgs
A4 f 4 Device Drivers oomkill memleak
mdflush slabratetop
: hardirgs ttysnoop
btrfsdist
btrfsslower ) m
extd4dist extdslower teptop toplife toptracer
. tcpconnect tcpaccept
::::;:: ::::iz::z tcpconnlat tcpretrans llestat >
. CPU
biotop biosnoop profile —
bCC/BPF tOOIS biolatency bitesize
E2.BCCIE&E
bpftrace Probe Types
Dynamic Tracing tracepoint: Static Tracing syscalls hardware:
extd Operating System sock / sched cpu-cycles
/ task instructions
uprobe: Applications / / ::!.gna.l branch-*
ilmer frontend-*
uretprobe:
usdt - System Librarief  / workqueue backend-*
System Call Interface / [4 CPU l
T VFS Sockets ® | Scheduter J Interconnect SpU | bus
kprobe: Y File Systems TGP/UDP | 4 1
kretprobe: ||y volume Manager P Virtual <—— vmscan Memory
l Block Device Interface Ethernet 4 Memory, | writeback Bus
Device Drivers
[ D / < =
jbd2 / /’ net irq
i skb
block scsi cache—*
BEGIN software: cpu-clock page-faults profile:
END cs migrations minor-faults interval:
major-faults
Special Events Timed Events

2.4 eBPF &%t

eBPF = A7 PURMRER Y, 43 5 w] LLLAZ)
A RE RN NS FT PR

1 NGRS« AR LT T LEAEAT Y
PR 2 Bk ENACE W, IF H R GHFE R
L. INAZEREF 72 APIFR : kprobes Fil kretprobes.

56

3 : bpftrace HEHEE

a. kprobes :
BPF /%,

A BPF 2%,

b. kretprobes :

FVFAE AT W AR 2 Z BT A

e TE WAZAR AT IR [l E 2 1

2. BREZSS (tracepoint) : J&—FhERES PIAZ IR
£, BRES TS kprobes 1) 4 X B 7E T FRES AT H



RBIRABIG

W RN BAE N 4 5§ S AR T LT 4%
B, BT E#SREI NG A, R R T Rl
PR A

3. P S AEE - H P 2 e RV E
Fras st Ry Rk B Eh AL, HREF AR
i : uprobes Il uretprobes

a. uprobes : J&NIXTEH PR P R E HR
R PATHIHH A XIS R T

b. uretprobes : 5 kretprobes 2P, i&F T H]
P mRRR S, ¥ BPF R M nEHE 2R 1]
8 b, evridid BPF A A5 A7 8% i iR [AE .

4. PR A SCERER S (USDT) : 2P
2% 8] i) I TE i I B a5 A B BRER A, 2 A
AR BB T %

&l 3 /8T bpftrace T H X W AP AZ 45 458
P PR T,

3 eBPF EXXBARFFTHINF

eBPF O fF Linux G NZ 152 7)1z 5]
A, 7£ Kylin v10 sp3 ( WA 4.19) &% L,

trace match

WRRER LA 51572 4, JLF o] LU AT R 58
VAR ALY, M E A H R IR FAE G0 W
MW 250, eBPF B ULINE AR A W RS - 1)
HASTHEMM S JERE Z 4L, s i
Rl s, ZNEIRN I OCEERR R 2) AR A
KRR, AR 2 350 00 I AN 55 BN 4
HH BRI RS ; 3) REARMARGR B,
5k H B AH LG eBPF o] M B2 A A W B A
SXPATAH B 1 FE SRR 5 4) XTI R Gk RERY
M BE /N, eBPF [0 I AR & e N AZ S AT, 3
G 7 A AN A S ) Z ALY B R SOOI 5
R, PRI AR e N W ¥ By ARt T
WA . RAFEREMRES . EEd . T
IR RGN 2R, B BT R A Rz
S A BN B G b B R B IEA IR A TR, )
RIFIFDLRI, §2 5 RG] SEtk . PERemn]
iR al R

ARG R, AT LR SR,
WE 4 (BREs ShE ) /R il fifi ] eBPF £E58
BRGITR . MIAHHE YT i

T PR A DAYESE B R GUAEA pR A b kA T

4
usdt: RERHKNA
uretprobes: — - - - -
dpoibs- | sezzs | | sz | | emvne | | esvss |
_
|- trace vin
FFSP R 1 ( e 1 ) ( B 1 )4/
User Space
Kernel Space |~ cache_hit .
file top | ES | | E
SRS 1-=4-4 cru s,
kretprobes.‘ memery| bus 3
kprobes b | Volume Manager | |
RDMA
bio_top | / Device Drivers - —— NIC
f
\ mallocstacks
package filter
1 memleak

4 . eBPF B S & %+8Y probes
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W, A4 — BRI 3 5

3.1 HEERIENL

A 5 R GUAE HEAL R R ) RBUN 22 15 1] perf T
H, i perf T2 A Linux4.4 WA 4f SCRFE
I eBPF VE R PERE 3 AT T2 i — L, SR i)
perf T HZ5G SO AT RS Bl @ L EfE AL, 2
PEREOUAL I R T BRI SR, AR perf (193]
REAL SR, AEAE D Y T R PR
B =22 T MRS, 2 T A perf TR K]
fiE eBPF 42 {3t nl i i 4 ME REMSUE AL F-Be. AP
A LA R R R AN 3 S A A T
HOF A PEREMIN TR, [A]is) eBPF IR 2 HEZH
S T AR R Ay T HAE, 41 BCC $2 4t T AU
MBI . RGP XERSE. M HHTE
PR BRI T B . MR 456 T2 BCC

$EHILR eBPF TR AR5

User Space

Kernel Space

VEREFRILIN T 5 o

Load/Configure BPF Application

3.1.2 EF#E 10 K7 (bio_top)

P1D COMM D MAJ MIN DISK I/0 Kbytes AVGms

1571001 TE W8 16 sdb 5 36.06 8.02
1571073 kworker/ul29:2 W8 0 sda 1 240 0.67

& 6 : bio_top

top
python

kylin_kms_daemo

& 7 . cache_hit

3.2 BRI

3.2.1 BENES N (package._filter)

FEAEDIREMIEC, — 2y M AR A A,
Fe an i i TCP/UDP (1 25 £, 37 5t SR AR UL ) 4% 24 153
A, ] eBPF 1T LA 5 (8 1 SEBX AN 5
SRR PN 8, XDP BPF A5 0] L7 ) 2% 30k
A PIAZ RIS oA AR % B AT Drop, SEBH
B E 5.

BPF NAZER /- Bednigl 9, Horprif(.) w]
FPE BRI VRS (U TP, S 55 ) X M4k
P T I g

Drop

Receive Local

Forward

A A

GRO

'y
TCP/UDP

S ———

XDP BPF Program

Driver/Device

Il I

8 : XDP Drop Package



X BIAREH

<linux/bpf.h>
_:_(“-Filter“)
int drop_all(struct _ sk buff

XDP_DROP;

XDP_PASS;

# ik

clang —02 —target bpf —¢ xdp_drop_random.c —o xdp_drop_random.o

# n#k

ip link set dev ethO xdp obj xdp_drop_random.o

E 9 : BPF WizRE

3.2.2 BRI ZRYZERS . AL

TEAZ by 2 GE I W LVEREIN 37 B — Rt i
A FRGEAL PR GE NP FI A D, HL i T At B A
I VT B AT WA A 8 A — U O B 1 I i
Yk, BORWARIE S [ 171 M 5 X st s
GRS, R EE S TS RGN
e, AERET AR RE /NG P REINA, AR

uprobe

—=int func(int a) {

retrun 0;

}
uretprobe —]_>

IR

inth =1;

ARSI AT 4 M 1 P B M P SR B L%
e, UL N RE AT R TR IR
M ACRERAE S H &, SRl eBPF 11
uprobe I uretprobe FC7 5 AT LAARIH L pR £ A )
), HZE AR X R BB T ], A usdt
A LASEAR A R AR BB A SR B a5 TH) B PR T ) o
K10 frs.

int func(int a) { I usdt:START
DTRACE PROBE1(MY_PROBE, START, a);

do_something();
DTRACE PROBE1(MY_PROBE, END, b);
retrun b;

-

usdt:END

10 : RP=SERELN
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3.2.3 WEIRE N (memleak/malloc—
stacks )

KT N A7 S A R B T B AT gdb I
Valgrind Memcheck &5, B ARIX P T HAE — L0
BT AT AT R AS I H P A7k s ) 280, 4HL AT
A WA B gdb 2 d BRI TR, W]
FT @ A 0 S B, AR B R P 24T
Valgrind Memcheck 75 ZEHE ARG Fé) 10 FH A by HL
HRREAT, BN malloc/free 5577 BLpREL,
I B AT IR 2 R 20 £ DA b AR T A
LB ENAMRP TS RAEEH. T
DA A7 T s 14 G 00 SI2 b 392 4 W7 FR i (malloc) (1)
HE A7 2 7592 [0 (free), SRR SR 2 WL P4 47 73
fic %5 (glibe. temalloc 5 ) 47 H. BCC
Tt H B AL T R S A R oA A T T A T T R
uprobe SZPR N
AT SE AV N A

jemalloc .

( memleak . mallocstacks ) A LA
I FE PN A5 TR [ A ) A e X
MRS, R 11 B,

11 r"ra‘tl ons f rom

3.3 EomicEinis

3.3.1 H&Es& (trace_vm)

R AR B I A 3 (R BB B 42 B R 28 2 R GL
BATIRAS . WBEEE T ANk BRI, FE T KB B
RUATRERIE T & P GO H &, E%E@?ﬁféﬂ]
B H AT Ui KRR Y e R 22 5 &R Ge IR A
FE T Il Rt IS PR i AV ] A, 1H$15'r$7¥ﬂ)\)§ﬁ

HE SR8, 20 HEEBH R 2

Wi =2 5 & Gi i iz A7 Ve e . ﬁﬂﬁ'%fl_ﬁl_*”*ﬁﬁ
B H R AT M HEE, WREE R RSB
HCHC . 1 eBPF AR — R EA KXW
MM A, B4 7 AMIKEES, o LA
eBPF [ uprobes Fil usdt £ AR > 52 B H & 4
yi——ﬂl] UHAEMMI R, REGIEH 247
4 HE ZHRFW . R — A &K vm 2
?fﬁfr?ﬁiifiﬂﬂ”ﬁﬂ@ H & 4%, [ bpfirace
i) uprobes PR xS B D RE, AUAS - BL
W 12 Frs.

P

tdck

B 11

uprobe:
{

@start[pid] nsecs
3
uretprobe:
{

@times (nsecs
1
I
interval :
{
ave(@times)

@aves
print (@avgs)

clear(@start)
delete(@start[pid])

: memleak MNP TR

@start[pid])

B 12 : uprobe {3 HE.
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3.3.2 RA(ERRE (trace_match)

Bl 13 & — AR i usdt SREH RS RS
O IRAS B RE, A P SCER B E A R
G ORI A (probe ) #4800 A5, X HL A A
bpftrace T HRIAZ 5 45 2 2 A ik &A% ORI ] |
Brit— B R A O SR AL IS RS B R I 2R
BRI EL

3.4 pRRGEY E

eBPF WLI{5E B AT 85 agent #EATRAE, A
AT A — 8 P T 2 S BOUAE BT AL,
ebpf_exporter H] L1456 Prometheus F1 Grafana 2/~
/0 FERTHBL, W 14 s,

readelf -n

BT BRA
Displaying notes found in: .note stapsdt
Data size Descgfion
0x00000029 APSDT {SystemTap probe desariptors)
Provider: TredeEngine

Name: START MATCH
Location: 0xD000000000003418, Base: 0x0000000000006920, Semaphore: 0x0000000000000000
Arguments: 4ax23

1. FFUSDTEE
probeg EME
T

#include <sys/sdth>
matcl

OBE1(TredeEngine, START_MATCH, tid );

SR EE

4 518

B 5 S BORRN QBB A8 i, #53E
1 N RZRRAS [ [ = A R GUAEZ S P S R G b A
IR, ST BOR SR R GAT &
A THEZI A GENE. eBPF SARMBIARXNZ S RS
HIOTA . DA, e AT RS ASCHR
LG T eBPF AMISCHIAR, LR AE T BLA FIE il
JFA Y eBPF T HAESZ 5 R Gues st v M I 241
4R, eBPF W HIGUIF AR T I, eBPF Wtz
JEAE . ANdR. MIZZAr . RBERILINEE 2 il
ARk b gk, MG E 2 eBPF fE45
RIS U AR e P I S 2 R

2. EFEE I Freadelf -n FLIEN

™

3. BiTHAES, BEER

bpftrace -e
YYour/App/Path:TradeEngine:START MATCH
{orintf{*tid = )X%08X, %d\n", arg0, nsecs);}

s
AEABROH
HE (##)

13 : TJEREWN
88 Histogram playground

Write latency histogram

O
EEEE

17:00 17:05 17:10 17:15 17:20 17:25 17:30

14 . ebpf_exporter j&mx

bpftrace [RESHAT
e

By

bpftrace -&
/Your/App/Path:TradeEngine:START. MATCH
{(@tid[arg0] = count()}

AR EA,
EERULE
BATHRITE
2. MMET
23194 RSP

17:35 17:40 17:45 17:50
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[2] eBPF Documentation.https://ebpf.io/what—is—ebpf/
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HsE6EFT : Z(EIUEHF IS
REHRENFIIRESCK

RiEN, FhEHE. REE. BAA. #E / ZIEIES R BERAE R 518054
E —ma// : liangdh@essence.com.cn

.l
||| .|I| il 2.8 2@

I g (_

RIEEIEARK . WSAHEIESFATTFRISHIMERL . EEILSFHMARE,
RARGrERFEERK, WSHRHREER, RERMAREISZEXK, EMNERNBETR
SRAGZEE L N D T ST . AT ZRIER, TRNZRFETIARERR
RRR. WIABRFHERFETHNMRERR, RARSRISEELE, REZFIRSKE,
P A EL TR PR —INE RS

ZEIEFWSRRELFRETFERFTHA . WK, SHEASEGEE, $HXIHERE .
SR HIEALE .. BEAOHIE T RIIWRERRETIR ., H, MABIENFR
REIKIMARFIZTNG, EERSEMZAERXEES, MEBTRA, RATEHR
FRBEARFEEESETHE.

KRR - BRI ; SRR ; AU 5 BRRE ; TRl TR

1 B ia R RS R Wit Rt MRS, RHFTHK, B
PR, AR E R R AL R, N

WA S A S R . BT, AR g RS EAT L G A A . SR
BRI AL, VR, SEPDFRTRIE, S, Rk



RBRARBLG

FiRi, A RGUIIRE PEOR R R T 8= IR Bk

TG ia e R s T B R AR T Frp sy
TR SAL B RE ST st se, LI AR T LA i
PO, AN, ORI R SRR E R
BTk

LA UE SR E L B A, S T T T A 2% T
HERTIRAAR AL 5 R b 51, Se T A B
Al RS, R AN RS RRIFE Tk
e LR ERTBMI, A RERAR T ks A
ARTREYE, JuiRReAl B4 U BN TA], AR
BTRR, BRAEETE Tk 55 iR e .

2 ST TERENEIR

2.1 ETERABEARGEHEZ RICBEENEIR

TERBCEAIZ YRR R B, RAEUESR i
AP, A3k, CMDB (FE
ERUECEE ). RPA (Hlas AR A shiL ). iz4k
REIEH KIS T HT-6, Fabis4 7 aaeh
AT, B S TE S S gk TR G 1S
SINE AR BRG], SCBUE A 2 a4 55 5t

TR BIBEERET SCRb 570K, szt
IBYE SRR I S HE, R, RGERIT R TT R,
FAAEIZHE) S AR SIS A G . SRR ZE 1
W, Wik, SASEBBCEisgE, RIS
TS5, LAl Ak NS Blia 4E ) 5 i R
A, AR R .

211 EHIMHFHIEHE, RAGETE
PYES

GAFUES R ARSI A1 5 SL B iz 48
SIENH, BHEiCwE 75 TR
i, AR RAEHAE . ERRATIE R, 2
HHAEPEE P

RETHAAEFEN T, SCL T Uk B RN 25 5
MITELZIRIZE, R BRI 80%, [l ¥4
KA VS R b 25 UM TR 2 5 55 2 BT Ak,
SCFEZ N BRI B AR T S5 T S B vp R B )
B, ARBER SV 0 S BO6 AT .

HERRATHIAE N, VR, &
PMEPER S, SC T R RRAS TN 25 S B i
EHURSCAS BRI S S A B, SEBsK
INPRAT L SR e 2 NOMEDIRE, #8617 E MR
AT TAE B AR nT R .

IBYHEPENV T, T2 B . bRkt
WL TIadE N B B e R TR, JF B bR
N FERE H I8 EAE RS o SRS IR ] 22 b 44
Y, FIBFZ4EA BOr] 3 BRI R R, 29 2-3 KR
A 2R I A i S R A 07k

2.1.2 BiRIIMNEgER SRR GFEE

Rl A FF EEARAR DA T $ R R SR I 7oK
AR UEFRIZ 4L e PO A & BTG St 8 4
M7 S5 AR, 39 Al ELE ERAE, AW
500+, JFASIEL 31 Niz4kiyst)2 N, 3T 400
ANFHL, 170+ 5k, CisfETFE SRR 3000 £%;

@ -
] T SRR R | co | .
= T T -
S ® mrrnan é ‘
= s b L P T — [
. E b= P % H—
= A2
ST=1an - =
E:i] oo =
hid e > ]
— FOELE, SIS ]
(]

1. BEBEFE
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PAR LA nginx W], A-4IAHSCHL SR

4.4.1 nginx iRAIEEF K

T SEHERE 2 B nginx BRASE 5 SCHF TPv6 5

1) QRS Hi nginx MRRASZE V1115 KRN
ERINSZHE TPv6 FRR ;

2) nginx iR A Ik F V1.11.5 % A /fusr/local/
nginx/sbin/nginx -V 4>, WHH B ——with-ipv6,
W] 2 3 FF nginx (19, 75 D) 55 22 508 2 12 LA SR
IPv6,

A E TS nginx F) V1.18.0 REAK S HF
ipv6 5k,

server {
listen 443 ssl;
listen [::]1:443 ssl
Server_name

ssl_certificate

Fff : nginx V1.11.5 AR -

Changes with nginx 1.11.5 11 Oct 2016

*) Change: the ——with—ipv6 configure option
was removed, now IPv6

support is configured automatically.

*) Change: now if there are no available servers
in an upstream, nginx

will not reset number of failures of all servers
as it previously

did, but will wait for fail_timeout to expire.

4.4.2 1EX nginx B B4

& B /usr/local/nginx/conf/nginx.conf, 7 443
vt 14 serve HHHS N IPv6 B E -

SCBLIRIN 324 TPv4 il TPv6 i) 443 b I

listen 443 ssl; S FF ipv4 VjA] https

listen [::]:443 ssl ipv6only=on; 3ZHF ipv6 150
https

ipveonly=on;

L1cal.essence.com.cn mtsapp.essence.com.cn;

SErver.pem,

ssl_certificate_key server.key;

#ssl_session_cache
ssl_session_timeout b5m;

shared:SSL:1m;
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SEHL [ B SCRF IPv4 R IPv6 V5 1] 443 it [
listen 443 ssl; S ipv4 U511 https

listen [::]:443 ssl ipv6only=on; 3ZF ipv6 Vil https

HH nginx B B AF

/usr/local/nginx/sbin/nginx -s reload
BA 443 B DHEUTIRAS:  Isof -i:443

18919
18919

root 18u
root

nginx
nginx

IPv4 265142448
19u TIPv6 265142449

0t0 TCP *:https (LISTEN)
0t0 TCP *:https (LISTEN)

1M isCEIPATS

A 11 iR, 0 443 i 1 E42E IRRIRAS
I HJ3 5 35 TPv4 Hil TPv6

4.4.3 % E3IE

5 FH B 75 0 e kB ) S 1E 2 7 4 ol 2 5 S
F5 IPv6 Vin], i Hi ik . https://www.china—ipv6.
en/#/checkTools ( F: K A A 1000 k44, JEF
Jeft)

4.4.4 2k IPv6 BEELIOIRSS 25

TE L3R nginx BB oGl FEkn, L1
947 31 41 I A A GG ) 32k 55 s T LA feE )
1Pv6 Mtk (ASBEIIA ) B il

IR A5 0 225K 02 8 1 OC ] TPve B Vs 1]
WEB BHI 4%, QRMEE Ik TPv6 ELE DT IR Y
RGN T RE WO E R VIWT M 4, Hh T B
W 2% 1Pv6 FlI IPv4 J2& [F] — NI BREZR %, DIWT Y%

server {

25200 1Pv4,

SZHEAE KB . FEIPve Bk 2 A kT
IPv4 EIEVT RS %, I, 07 EA5 1k IPve
B IR 55 % o

& fust/local/nginx/conf/nginx.conf G 4T
PIATHRCE

Pt & )5 H i nginx JIE

ull FEBED 4G 11:54

X @ 2408:8656:d0fd:e000:172:24:176:71] C,

@ @ 58% @ )

403 Forbidden

13 ; BiERE
4.5 ZEEENRIE
4.5.1 Web RIFEBIKIEERE

listen 80 default server:
listen [::]:80 default_server;

server_name _;
return 403;
}

server {

listen 443 default server;
listen [::]:443 default_server;
server_name _;
ssl_certificate
ssl_certificate_key
return 403;

server,. pem;
server.key;
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